
GIS-Pro Milwaukee                                                                              #GISPro2026

The Day After
Ensuring Your GIS Department 
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Hello, I’m
Carley Fitzgerald

Creative Thinker, Problem Solver, GIS
Manager, Solution Designer
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Where is home?
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How today works

1 - LEARN 2 - REFLECT 3 - TAKE IT HOME
Delivered piece by piece
with examples.  

Polls and engagement to
reflect on your
organization’s continuity
planning.

At the end, a QR code
with worksheets to take
home and begin your
planning. 

WHERE THE CONTENT COMES FROM
The 8 phases to be discussed follow the same outline as Continuity Atlas (CA), a planning
tool I built. Nothing today requires CA. Worksheets and resources to FEMA support is
agnostic of CA and free. 

Q&A
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Eight phases, three acts

Planning Basis
Mission, stakeholders, rules

UNDERSTAND

1

Service Catalog
What GIS delivers

2

Business Processe
How the work gets done

DECIDE

3

Essential Functions
What cannot stop

4

Continuity Strategy
Who decides ,where, how

PREPARE

7

Sustainment
Keep it live

8

Dependencies
What it needs

5

Risk Assessment
What could go wrong

6
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 Does your GIS department have a written continuity plan today?
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How long can
GIS services

be
down?
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This isn't fiction. 

SamSam ransomware infected approximately 3,789
computers belonging to the City of Atlanta, including
servers and workstations in 2018.

Atlanta refused to pay the ransom. 

Recovery took several months, costing $17M in damage
and recovery efforts.
Source: 
The Atlas. (2022). "Atlanta's Cyber Attack Recovery." March 22, 2022 
[https://the-atlas.com/projects/atlanta-cyberattack]

U.S. Department of Justice. (2018). "Atlanta U.S. Attorney Charges Iranian nationals for City Of Atlanta ransomware attack." December 5, 2018.[https://www.justice.gov/usao-
ndga/pr/atlanta-us-attorney-charges-iranian-nationals-city-atlanta-ransomware-attack]
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What a COOP actually is

Proactive
Built before

the event, not
after

Scalable
Works for a

small outage
and a total loss

Tested
A plan nobody
has tested is a

hypothesis

Business-focused
Built around what the

department must
keep delivering

      The capability of an organization to
continue delivery of products or
services at acceptable predefined levels
following a disruptive incident.
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What goes into a COOP

Essential
Functions

Orders of
Succession

Delegation of
Authority

Essential
Records

Testing &
Exercises

Devolution of
Control

Communications
Plan

Reconstitution
Legal Drivers &
Documentation

Business
Process Analysis

Dependency
Mapping

Resource
Inventory

Risk Assessment
Alternate
Worksites

Plan
Maintenance
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Planning Basis
Before the plan names a single system, it names the context. 

MISSION
What this
department exists to
do, in one or two
sentences.

STAKEHOLDERS
Who depends on you,
and how long they
can wait.

LEGAL & POLICY
DRIVERS
The rules that make
some work non-
negotiable.

ASSUMPTIONS
What the plan takes
for granted, so
nobody is surprised.

PHASE 1

Before identifying what technology needs to survive, identify what your
organization exists to deliver.
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Stakeholders Sample
PHASE 1 Page 18 of 67
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Legislative Background - Federal

FEMA’s Office of National Continuity Programs guides state, local, tribal and territorial governments
to continue performing essential functions and delivering critical services when typical operations are
disrupted by an emergency

Emergency preparedness grants often require demonstrated continuity planning

Disaster recovery funding may be tied to having proper COOP procedures

There isn't specific federal guidance exclusively for GIS departments regarding COOP documents. 

However, GIS departments should follow the same federal continuity planning principles that apply to all
critical infrastructure support functions. 

The guidance emphasizes focusing on mission-essential functions, which for GIS would include:
maintaining critical mapping services
emergency response support
data management capabilities

PHASE 1 Page 19 of 67
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Legislative Background - Industry

Public Safety & Critical Infrastructure

Public Records Laws

Contractual & Legal Obligations

Duty of Care & Liability

Insurance & Bond Ratings

We’re part of the essential response fabric

Data loss = noncompliance

Downtime can breach agreements

If we don’t plan… we are the risk

Poor continuity planning = higher premiums

& lower credit confidence
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Policy & Legal Drivers Sample
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Name one group that would demand maps or data from you in the first
24 hours post incident.
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Service Catalog
PHASE 2

You cannot protect services you haven't identified.
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Service Catalog
PHASE 2 Page 24 of 67
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Which of these GIS services or workflows are NOT currently addressed
in your organization's continuity planning? Select all that apply.
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Business Process Analysis
PHASE 3

A business process analysis follows one piece of work from trigger to result: the
steps, the inputs, the outputs, the people and the tools, and what breaks if any one
is missing.

WHY IT MATTERS IN GIS
Our work is technical, multi-step and
shared across departments.

WHAT IT EXPOSES
One-person knowledge. Hidden data
dependencies. Steps nobody wrote down.

Start with your own work. Interview the people who do it. Do not forget the back-end
steps: data prep, QA, publishing, permissions.
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What is a Business Process Analysis? 
Business Process Analysis (BPA) is a method of examining the steps, inputs, outputs,
dependencies, and resources involved in how your department performs its core functions.
It's more than just listing what you do. It's about understanding how you do it, what you
need to do it, and what could break down if any piece is missing.

Tips to Conduct a BPA
Interview staff (what do they do? how? with what?)

Observe workflows or conduct screen-recording walkthroughs

Use process mapping tools (e.g., Lucidchart, Visio, or even sticky notes)

Start with your own functions, then expand

Document daily, emergency, and activation-specific processes separately

Consider automated scripts or models as part of the workflow

Don’t forget backend steps: data prep, QA/QC, publishing, permissions

Tie each step back to what resource or person is critical
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Sample BPA
PHASE 3 Page 28 of 67
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How confident are you that someone else could perform your
department's most critical GIS workflow if its primary owner were

unavailable tomorrow?
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Essential Functions
PHASE 4

An essential function is one where the downtime itself becomes the emergency:
the gap puts people at risk, breaks a legal duty, or stalls others who depend on it.

LIKELY ESSENTIAL
Keep the 911 address layer current. Serve
evacuation and shelter maps to the EOC.

IMPORTANT, BUT IT CAN WAIT
The annual map book. Cleaning up the
imagery archive.
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BPAs

Essential Funtions

Legal or public-
safety driver

Time-critical

No workaround

Critical
dependencies

BPA > Essential Function

What do we do that, if disrupted, would have major
operational, legal, or public safety consequences?

Not everything is essential at once.
Identify what must be operational in:

First 24–72 hours
First 2 weeks
Long-term continuity and
recovery

What will break if you don’t provide that function, i.e. lost
time, legal issues, unsafe response, or public confusion.

To ensure GIS continuity during disruptions, we
must define what absolutely must keep running.
That’s where essential functions come in.

PHASE 4

Deferred Functions
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Sample Essential Functions
PHASE 4 Page 32 of 67
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Sample Essential Functions
PHASE 4 Page 33 of 67
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Planning Horizons
PHASE 4

24 - 72 HOURS
What must be running or restored first.

FIRST 2 WEEKS
What returns once the essentials are stable.

LONG TERM
Recovery and normal operations.
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A widespread incident has disrupted all GIS operations. Emergency
response is active, your IT team is overwhelmed, and you have limited
staff. In what order would you prioritize restoring these GIS services?
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Dependencies
PHASE 5

Your essential functions are only as resilient as the resources they depend on.
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Dependencies Sample
PHASE 5 Page 37 of 67
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Resources
PHASE 5

PEOPLE
Roles, skills, cross-training, remote capability

SOFTWARE
Applications, licenses, versions, support contacts

HARDWARE
Servers, workstations, network gear, age and
warranty

DATA
Critical datasets, update frequency, storage, backups

PARTNERS
Vendors, contractors, mutual aid agreements

DOCUMENTS
Procedures, configurations, contact lists
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Resources
PHASE 5 Page 39 of 67
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Resources
PHASE 5 Page 40 of 67
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Resources
PHASE 5 Page 41 of 67
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Resources
PHASE 5 Page 42 of 67
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Resources
PHASE 5 Page 43 of 67
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Resources
PHASE 5 Page 44 of 67
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Which is most likely the biggest single point of failure in your GIS shop?
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Risk Assessment
PHASE 6

Minor

moderate risk severe riskhigh risk

low risk high riskmoderate risk

low risk moderate risklow risk

Moderate Severe

Li
ke

ly
Po

ss
ib

le
U

nl
ik

el
y

IMPACT

LI
K
EL

IH
O
O
D

Risk = liklihood x impact

Score each threat from 1 to 3 on
both. Multiply. Work on the high
scores first.
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Risk Register Sample
PHASE 6 Page 47 of 67
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Risk Register Sample
PHASE 6 Page 48 of 67
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For your organization, what level of risk would you assign the following
identified threat?
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Continuity Strategy
PHASE 7

ACTIVATION
AUTHORITY
Who can say “go”,
and what triggers it.

ORDER OF
SUCCESSION
Who steps in, in
order, if the lead is
out.

DELEGATION
OF AUTHORITY
What the person
stepping in is
allowed to decide.

DEVOLUTION

Where authority
moves if your whole
team is unavailable.

In a continuity event, normal job titles get fuzzy. Writing it down in advance
keeps the chain of command unbroken.

A continuity plan must work even when the person responsible for it is
unavailable.
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Continuity Strategy Sample
PHASE 7 Page 51 of 67
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Continuity Strategy Sample
PHASE 7 Page 52 of 67
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Continuity Strategy Sample
PHASE 7 Page 53 of 67
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If you were suddenly unavailable for two weeks, who would have the
authority and knowledge to keep your GIS operations running?
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Sustainment
PHASE 8

TRAIN
Role-based
orientation so each
person knows their
part.

EXERCISE
Start with a tabletop.
Move to a functional
drill later.

MAINTAIN
Review once a year,
and again after any
activation or major
change.

LEARN
Hold an after-action
review within 30
days. Write down
what to change.

A plan nobody has exercised is still a draft, a theory. Returning back to normal is also part
of the plan: reconstitution means verifying data, reconciling edits and returning to routine
operations in an order you chose in advance.

A continuity plan is not a finished document. It's a capability that must be maintained and
tested.
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Examples of managable, small training and exercises
PHASE 8

BACKUP DATA
RESTORATION

Can somebody other
than the person who
normally manages the
backups locate and
restore an essential GIS
dataset?

An organization doesn't need a large, expensive full-scale exercise to begin testing its
continuity arrangements.

STAFF
SUBSTITUTION

Have an alternate
employee perform a
critical workflow using
only the written
documentation. Where
do they get stuck?

ALTERNATE
OPERATIONS

Can your staff produce
a basic emergency map
without access to the
normal enterprise
environment?

COMMUNICATIONS

If your email, Teams,
and network access
were unavailable, could
you reach your GIS
staff and critical
partners?
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Training Plan Sample
PHASE 8 Page 57 of 67



GIS-Pro Milwaukee                                                                              #GISPro2026

Exercise Plan Sample
PHASE 8 Page 58 of 67
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If your primary GIS infrastructure became unavailable today, how
confident are you that your department could restore its most essential

services within its required recovery time?
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Plan Maintenance Schedule Sample
PHASE 8 Page 60 of 67



GIS-Pro Milwaukee                                                                              #GISPro2026

Reconstitution Plan
PHASE 8

Restoring systems and resuming normal operations are not always the same thing.

During a disruption, GIS teams may use:
Offline datasets
Alternate applications
Temporary databases
Locally stored files
Manual collection procedures
Emergency accounts or permissions

When normal operations resume, those temporary changes and data must be
reconciled.

For example, if field teams conduct damage assessment using offline workflows, who
verifies those edits and ensures they become part of the authoritative dataset?
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Reconstitution Plan Sample
PHASE 8 Page 62 of 67
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What is one specific action you will take in the next 30 days to improve your
GIS department's continuity readiness?
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From awareness to action
You don't need to finish your continuity plan in 30 days. Becoming more
resilient requires making meaningful progress toward documenting and
planning for continuity of operations.
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Free, vendor-neutral resources
GO FURTHER

RESOURCE PURPOSE DEPTH

FEMA IS-1300 Free FEMA Independent Study courses on continuity
planning fundamentals Beginner-friendly, self-paced

FEMA 1301 Free FEMA instructor led 2 day course Beginner/Intermediate

FEMA Continuity Resource Toolkit 
Non-Federal Continuity Plan Template

The full-plan structure your Worksheet 3 is loosely
shaped after: essential functions, records, succession,

devolution, reconstitution, training & testing

Good for someone ready to go past a single
page

FEMA Continuity Risk Toolkit Deep-dive risk analysis methodologies and
worksheets

Advanced, this is the "go deeper" resource
for attendees already doing informal

continuity work, not for the room at large
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Questions? Start small. Any plan beats none. 

Carley Fitzgerald, GISP, FAEM

Worksheets
TAKE IT WITH YOU

https://www.linkedin.com/in/carleyacfitzgerald/
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	The Day After
	Ensuring Your GIS Department
	Survives the Storm
	Q&A


	Hello, I’m
	Carley Fitzgerald
	Creative Thinker, Problem Solver, GIS Manager, Solution Designer
	Where is home?


	How today works
	1 - LEARN
	Delivered piece by piece with examples.

	2 - REFLECT
	Polls and engagement to reflect on your organization’s continuity planning.

	Q&A
	3 - TAKE IT HOME
	At the end, a QR code with worksheets to take home and begin your planning.
	WHERE THE CONTENT COMES FROM
	The 8 phases to be discussed follow the same outline as Continuity Atlas (CA), a planning tool I built. Nothing today requires CA. Worksheets and resources to FEMA support is agnostic of CA and free.




	Eight phases, three acts
	UNDERSTAND
	Planning Basis
	Service Catalog

	DECIDE
	Business Processe
	Essential Functions
	Dependencies
	Risk Assessment

	PREPARE
	Continuity Strategy
	Sustainment
	GIS-Pro Milwaukee                                                                              #GISPro2026

	Does your GIS department have a written continuity plan today?


	What is your
	first move?
	Do you have
	a backup plan?
	How long can
	GIS services be
	down?
	What is your
	first move?
	Do you have
	a backup plan?
	How long can
	GIS services be
	down?
	What is your
	first move?
	Do you have
	a backup plan?
	How long can
	GIS services be
	down?
	This isn't fiction.
	SamSam ransomware infected approximately 3,789 computers belonging to the City of Atlanta, including servers and workstations in 2018.
	Atlanta refused to pay the ransom.
	Recovery took several months, costing $17M in damage and recovery efforts.
	GIS-Pro Milwaukee                                                                              #GISPro2026

	What a COOP actually is
	The capability of an organization to continue delivery of products or services at acceptable predefined levels following a disruptive incident.
	Proactive
	Built before the event, not after

	Business-focused
	Built around what the department must keep delivering

	Scalable
	Works for a small outage and a total loss

	Tested
	A plan nobody has tested is a hypothesis


	What goes into a COOP
	Essential Functions
	Dependency Mapping
	Devolution of Control
	Orders of Succession
	Resource Inventory
	Communications Plan
	Delegation of Authority
	Reconstitution
	Risk Assessment
	Essential Records
	Legal Drivers & Documentation
	Alternate Worksites
	Business Process Analysis
	Testing & Exercises
	Plan Maintenance
	PHASE 1


	Planning Basis
	Before the plan names a single system, it names the context.
	MISSION
	What this department exists to do, in one or two sentences.

	STAKEHOLDERS
	Who depends on you, and how long they can wait.

	LEGAL & POLICY DRIVERS
	The rules that make some work non-negotiable.

	ASSUMPTIONS
	What the plan takes for granted, so nobody is surprised.
	Before identifying what technology needs to survive, identify what your organization exists to deliver.
	PHASE 1


	Stakeholders Sample
	PHASE 1

	Legislative Background - Federal
	There isn't specific federal guidance exclusively for GIS departments regarding COOP documents.
	However, GIS departments should follow the same federal continuity planning principles that apply to all critical infrastructure support functions.
	The guidance emphasizes focusing on mission-essential functions, which for GIS would include:
	maintaining critical mapping services
	emergency response support
	data management capabilities
	FEMA’s Office of National Continuity Programs guides state, local, tribal and territorial governments to continue performing essential functions and delivering critical services when typical operations are disrupted by an emergency
	Emergency preparedness grants often require demonstrated continuity planning
	Disaster recovery funding may be tied to having proper COOP procedures

	PHASE 1

	Legislative Background - Industry
	Public Safety & Critical Infrastructure
	Public Records Laws
	Contractual & Legal Obligations
	Duty of Care & Liability
	Insurance & Bond Ratings
	We’re part of the essential response fabric
	Data loss = noncompliance
	Downtime can breach agreements
	If we don’t plan… we are the risk
	Poor continuity planning = higher premiums & lower credit confidence
	PHASE 1


	Policy & Legal Drivers Sample
	Name one group that would demand maps or data from you in the first 24 hours post incident.
	PHASE 2

	Service Catalog
	You cannot protect services you haven't identified.
	PHASE 2


	Service Catalog
	Which of these GIS services or workflows are NOT currently addressed in your organization's continuity planning? Select all that apply.
	PHASE 3


	Business Process Analysis
	A business process analysis follows one piece of work from trigger to result: the steps, the inputs, the outputs, the people and the tools, and what breaks if any one is missing.
	WHY IT MATTERS IN GIS
	Our work is technical, multi-step and shared across departments.

	WHAT IT EXPOSES
	One-person knowledge. Hidden data dependencies. Steps nobody wrote down.
	Start with your own work. Interview the people who do it. Do not forget the back-end steps: data prep, QA, publishing, permissions.
	PHASE 3



	What is a Business Process Analysis?
	Business Process Analysis (BPA) is a method of examining the steps, inputs, outputs, dependencies, and resources involved in how your department performs its core functions. It's more than just listing what you do. It's about understanding how you do it, what you need to do it, and what could break down if any piece is missing.
	Tips to Conduct a BPA
	Interview staff (what do they do? how? with what?)
	Observe workflows or conduct screen-recording walkthroughs
	Use process mapping tools (e.g., Lucidchart, Visio, or even sticky notes)
	Start with your own functions, then expand
	Document daily, emergency, and activation-specific processes separately
	Consider automated scripts or models as part of the workflow
	Don’t forget backend steps: data prep, QA/QC, publishing, permissions
	Tie each step back to what resource or person is critical

	PHASE 3


	Sample BPA
	How confident are you that someone else could perform your department's most critical GIS workflow if its primary owner were unavailable tomorrow?
	PHASE 4


	Essential Functions
	An essential function is one where the downtime itself becomes the emergency: the gap puts people at risk, breaks a legal duty, or stalls others who depend on it.
	LIKELY ESSENTIAL
	Keep the 911 address layer current. Serve evacuation and shelter maps to the EOC.

	IMPORTANT, BUT IT CAN WAIT
	The annual map book. Cleaning up the imagery archive.
	PHASE 4



	BPA > Essential Function
	BPAs
	Legal or public-safety driver
	Time-critical
	No workaround
	Critical dependencies

	Essential Funtions
	What do we do that, if disrupted, would have major operational, legal, or public safety consequences?
	What will break if you don’t provide that function, i.e. lost time, legal issues, unsafe response, or public confusion.
	To ensure GIS continuity during disruptions, we must define what absolutely must keep running. That’s where essential functions come in.
	Not everything is essential at once. Identify what must be operational in:
	First 24–72 hours
	First 2 weeks
	Long-term continuity and recovery
	Deferred Functions


	PHASE 4

	Sample Essential Functions
	PHASE 4

	Sample Essential Functions
	PHASE 4

	Planning Horizons
	24 - 72 HOURS
	What must be running or restored first.

	FIRST 2 WEEKS
	What returns once the essentials are stable.

	LONG TERM
	Recovery and normal operations.
	A widespread incident has disrupted all GIS operations. Emergency response is active, your IT team is overwhelmed, and you have limited staff. In what order would you prioritize restoring these GIS services?
	PHASE 5


	Dependencies
	Your essential functions are only as resilient as the resources they depend on.
	PHASE 5


	Dependencies Sample
	PHASE 5

	Resources
	PEOPLE
	Roles, skills, cross-training, remote capability

	SOFTWARE
	Applications, licenses, versions, support contacts

	HARDWARE
	Servers, workstations, network gear, age and warranty

	DATA
	Critical datasets, update frequency, storage, backups

	PARTNERS
	Vendors, contractors, mutual aid agreements

	DOCUMENTS
	Procedures, configurations, contact lists
	PHASE 5


	Resources
	PHASE 5

	Resources
	PHASE 5

	Resources
	PHASE 5

	Resources
	PHASE 5

	Resources
	PHASE 5

	Resources
	Which is most likely the biggest single point of failure in your GIS shop?
	PHASE 6


	Risk Assessment
	IMPACT
	Minor
	Likely

	LIKELIHOOD
	Possible
	Unlikely
	moderate risk
	low risk
	low risk
	Moderate
	high risk
	moderate risk
	low risk
	Severe
	severe risk
	high risk
	moderate risk

	Risk = liklihood x impact
	Score each threat from 1 to 3 on both. Multiply. Work on the high scores first.
	PHASE 6


	Risk Register Sample
	PHASE 6

	Risk Register Sample
	For your organization, what level of risk would you assign the following identified threat?
	PHASE 7


	Continuity Strategy
	In a continuity event, normal job titles get fuzzy. Writing it down in advance keeps the chain of command unbroken.
	ACTIVATION AUTHORITY
	Who can say “go”, and what triggers it.

	ORDER OF SUCCESSION
	Who steps in, in order, if the lead is out.

	DELEGATION OF AUTHORITY
	What the person stepping in is allowed to decide.

	DEVOLUTION
	Where authority moves if your whole team is unavailable.
	A continuity plan must work even when the person responsible for it is unavailable.
	PHASE 7


	Continuity Strategy Sample
	PHASE 7

	Continuity Strategy Sample
	PHASE 7

	Continuity Strategy Sample
	If you were suddenly unavailable for two weeks, who would have the authority and knowledge to keep your GIS operations running?
	PHASE 8

	Sustainment
	A continuity plan is not a finished document. It's a capability that must be maintained and tested.
	A plan nobody has exercised is still a draft, a theory. Returning back to normal is also part of the plan: reconstitution means verifying data, reconciling edits and returning to routine operations in an order you chose in advance.
	TRAIN
	Role-based orientation so each person knows their part.

	EXERCISE
	Start with a tabletop. Move to a functional drill later.

	MAINTAIN
	Review once a year, and again after any activation or major change.

	LEARN
	Hold an after-action review within 30 days. Write down what to change.
	PHASE 8



	Examples of managable, small training and exercises
	An organization doesn't need a large, expensive full-scale exercise to begin testing its continuity arrangements.
	BACKUP DATA RESTORATION
	Can somebody other than the person who normally manages the backups locate and restore an essential GIS dataset?

	STAFF SUBSTITUTION
	Have an alternate employee perform a critical workflow using only the written documentation. Where do they get stuck?

	ALTERNATE OPERATIONS
	Can your staff produce a basic emergency map without access to the normal enterprise environment?

	COMMUNICATIONS
	If your email, Teams, and network access were unavailable, could you reach your GIS staff and critical partners?
	PHASE 8


	Training Plan Sample
	PHASE 8

	Exercise Plan Sample
	If your primary GIS infrastructure became unavailable today, how confident are you that your department could restore its most essential services within its required recovery time?
	PHASE 8

	Plan Maintenance Schedule Sample
	PHASE 8

	Reconstitution Plan
	Restoring systems and resuming normal operations are not always the same thing.
	During a disruption, GIS teams may use:
	Offline datasets
	Alternate applications
	Temporary databases
	Locally stored files
	Manual collection procedures
	Emergency accounts or permissions
	When normal operations resume, those temporary changes and data must be reconciled.
	For example, if field teams conduct damage assessment using offline workflows, who verifies those edits and ensures they become part of the authoritative dataset?
	PHASE 8


	Reconstitution Plan Sample
	What is one specific action you will take in the next 30 days to improve your GIS department's continuity readiness?
	From awareness to action
	You don't need to finish your continuity plan in 30 days. Becoming more resilient requires making meaningful progress toward documenting and planning for continuity of operations.
	GO FURTHER


	Free, vendor-neutral resources
	RESOURCE
	PURPOSE
	DEPTH
	FEMA IS-1300
	Free FEMA Independent Study courses on continuity planning fundamentals
	Beginner-friendly, self-paced

	FEMA 1301
	Free FEMA instructor led 2 day course
	Beginner/Intermediate
	FEMA Continuity Resource Toolkit
	Non-Federal Continuity Plan Template
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